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1) Processor: 1 x Intel Xeon Hexa-Core Processor

2) Memory: 16 GB DDR4 ECC RAM

3) Storage: 250 GB SSD (Enterprise-Grade)

4) Bandwidth: 100 GB Data Transfer

5) Operating System: Linux (Ubuntu, CentOS, Debian, or
other preferred distribution)

6) Backup: Managed Backup Solution

Supply, installation, configuration, and maintenance of Subscription-
Anti-Malware / Endpoint Security Software.for based Per
protection against viruses, ransomware, spyware, and other | Endpoint [ Per
cyber threats across all systems. User License
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Annexure A

1. Introduction

This notice is published for selection of agency for supply of dedicated hosting plan for a high-
performance Linux server designed to support our website (www.ulbdataportal.in) with reliability,
security and optimal performance.” The hosting solution must include robust hardware specifications,
proactive support, and enterprise-grade security. A dedicated server must ensure full control over

computing resources, allowing for greater flexibility, enhanced security, and consistent performance.

Hosting infrastructure must backed by state-of-the-art data centres with redundant power supplies,
cooling mechanisms, and network connectivity to minimize downtime. Plan must be ideal for businesses

running mission-critical applications, e-commerce platforms, or large-scale data processing needs.
2. Server Specification

Our application must run smoothly with minimal latency and maximum processing power. The hardware
configuration must be optimized to handle large volumes of concurrent connections, ensuring seamless

experiences.

Processor: 1 x Intel Xeon Hexa-Core Processor

Memory: 16 GB DDR4 ECC RAM

Storage: 250 GB SSD (Enterprise~Grade)

Bandwidth: 100 GB Data Transfer

Operating System: Linux (Ubuntu, CentOS, Debian, or other preferred distribution)
Backup: Managed Backup Solution

3. Datacentre Features



There must be advance server hardening, database optimization, and performance tuning to ensure
that our application/web portal operate at peak efficiency. Security is a top priority hence there must

be multiple layers of protection to safeguard our data against cyber threats.

e The data centre’s ISO certifications must include ISO/IEC 27017:2015, ISO/IEC
27018:2019. ISO 9001:2015, ISO/IEC 20000-1:2018, ISO/IEC 27001:2013, I1SO
14001:2015 and ISO 45001: 2018. .

e The data centre should be PCI-DSS certified.

o The Datacentre should be MEITY empaneled.

4. Hosting Features

Must include following features:-

4.1 99.9 % Uptime Guarantee:
4.2 Monitoring & Support:

4.3 Full Root Access:

4.4 Security Enhancements:

4.5 Custom Configurations:

4.6 Redundant Power Supply:

4.7 Enterprise Security Measures:

5. Support and Maintenance
5.1 Technical Support: Must be available via email and chat.
5.2 Regular Security Patching: There must be regular security patching to ensure that server is
protected against vulnerabilities.
5.3 Support team Availability: From 7AM to 10 PM.
5.4 SLA: support SLA of 2 hour response time and 8 hours resolution time. However, the resolution time

may exceed 8 hours in case of complex issues or issues that are beyond control.

6. Data Centre & Infrastructure
Hosting services must backed by Tier III and Tier IV data centres featuring:

6.1 Redundant Power Supply: Uninterrupted power supply with battery backups and diesel generators.

6.2 Climate-Controlled Environment: Temperature and humidity monitoring to prevent hardware
degradation.

6.3 Multiple Fibre Uplinks: High-speed internet connectivity with redundancy to minimize latency.

6.4 Physical Security: Biometric access controls, surveillance cameras, and on-site security personnel.
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